HNudopmanmonHas aMATKA 111 00y YAIOLIAXCS

C KaxapIM TrOJ0OM MOJIOJICKM B MHTEPHETE CTAHOBUTHCS OOJBIIE, a NIKOJILHUKHU
OJJHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W MPOOJeMBL. IJTa
maMsaTKa JOJKHA TOMOYb TeOe 0e30ImacHO HaXOAUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmnbroTepHblii BHPYC - 3TO pa3HOBHIHOCTh KOMIBIOTEPHBIX IPOrpamM,
OTJIIMYUTEIHLHON OCOOEHHOCTBIO KOTOPOM SIBJIAETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT HOBPEIUTh MM MOJHOCTHIO YHUYTOKUTH
BCE (pailsibl U JaHHBIE, IOJKOHTPOJBHBIE TIOJIb30BATEIN0, OT UMEHH KOTOPOTo ObLIa
3almynieHa 3apakEHHasi IporpaMma, a TaKKe MOBPEIUTh WIM JaK€ YHUYTOXHUTh
OIEpaIlMOHHYIO CUCTEMY CO BceMH (paiizamu B 1eJoM. B OOJIBLIIMHCTBE Cilydaes
pacupoCTPaHsIOTCS BUPYChl YEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Wcnonb3yil COBPEMEHHBIE OINEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbEZHBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MPOTPaMM;

2. IlocrosHHO ycTaHaBiuBail mayt (UU(pOBBIE 3aIUIATKH, KOTOPBIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C IE€JIbI0 J0paOTKH NporpamMmbl) HU
Jpyrue oOHOBIIEHUSI CBOEH OmnepariioHHoN cucteMbl. CkaunBail X TOJBKO C
odurmanpHoro caiira paspadorunka OC. Ecam cymectByeTr pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

3. PaGortaii Ha cBOeM KOMIIBIOTEpE TMI0J] TMpaBaMU TIOJIb30BATENsd, a He
aJIMUHHUCTpPATOpa. ITO HE MO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrPAMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vicnonp3yih  aHTUBUPYCHBIE  IPOTPAMMHBIE  MPOAYKTBI  HM3BECTHBIX

MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

Orpannyb (pU3NYECKUN AOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yit BHELIHKME HOCUTENIN UHPOPMAIIUKU, TaKUe Kak (pienika, JUCK Ui
daiin u3 uHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX NCTOYHUKOB,;

7. He oTkpbiBaii KOMIIBIOTEpHBIC (Dailsibl, MOTYyYEHHBIE W3 HEHAIEKHBIX
ucTouyHUKOB. Jlaxke Te (paityibl, KOTOpBIE MpUCTal TBOM 3HAKOMBIN. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE UX.
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Cerun WI-FI

Wi-Fi - sTo He BuA mepenauu AaHHBIX, HE TEXHOJOTHWsS, a BCErO JIHUIIL OpEHI,
mapka. Eme B 1991 rony HumepiaHackas KOMIAHHS 3apeTHCTpUpoBasia OpeH.
«WECA», uro oOo3nauano cioBocoueranue «Wireless Fidelity», koTopsrii
NEPEBOUTCS KaK «0eCIpOBOHAS. TOUHOCTH.

Jlo Hamiero BpeMeHH Jomia Apyras adb0peBHaTypa, KOTopas SIBISETCS TaKOW ke
TexHosoruen. 9to abopeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM



Ha CTaHAapT BbICHIMI 3BYKOBOMl TexHuku Hi-Fi, uro B mepeBoge o3Hadaer
«BBICOKAsI TOYHOCTBY.

Jla, OecruiaTHBIM HMHTEPHET-IOCTYI B Kade, OTEIAX W adporopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCHEPTHl CUHMTAIOT,
yTo obmeaoctynabsie WiFi cetn He aBisitoTCsl 6€30TaCHBIMU.

CogeTbl 110 0e30MacCHOCTH PadoTe B 001eAOCTYMHBIX ceTsix Wi-fi

1. He mepenaBaii cBOIO JMUYHYI0 MH(POpPMALHKIO yepe3 oOienoctymnHabie Wi-Fi
cetu. PaboTras B HUX, jKeJlaTeIbHO HE BBOAUTH MApOJIH JIOCTYIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Vcnonb3yit 1 OOHOBISH aHTUBHUPYCHBIE TpOrpaMMbl M Opanamayep. Tem
caMbIM ThI 00€30MacHIIlb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnons3zoBanuu Wi-Fi oTkimroun ¢pyakuo «O0mui 1octyn K ¢aiiam
u npuHTepam». JlaHHas (QyHKIOUS 3aKpbiTa IO YMOJYaHUIO, OJHAKO
HEKOTOPbIE MOJIb30BATEIM aKTUBUPYIOT €€ JJIsl yI0O0CTBA MCIIOJIb30BAaHUS B
paboTte wim yueode;

4. He wucnonb3yit nyomuuneii WI-FI g nepemaunm JIMYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Hnonp3yit Tonpko 3ammuiineHHoe coeauHenue yepes HTTPS, a ae HTTP, T.e.
pu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢yHkimio «[logkmouenne k Wi-Fi
aBpToMaTuuecku». He  momyckaldk  aBTOMATHYECKOTO  MOAKIIFOYCHUSA
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

CouunajabHble CeTH

ConnanpbHble CETH aKTUBHO BXOJSAT B HAIly >KHU3Hb, MHOTHE JIIOJA pabOTaIOT H
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperncrpupoBaH MUIUIMAp]T YETIOBEK,
YTO SIBISICTCS OJHOM CeIbMOM BCEX JKMTEJEH IIaHeThl. MHOIue Iojab30BaTe/Iiu HE
MMOHUMAIOT, YTO MH(OpMaIlMs, pa3MelieHHAas WMH B COITMAIBHBIX CETAX, MOXKET
OBbITh HalJileHA W HCIOJb30BaHAa KEM YTOJIHO, B TOM YHCJIE HE 0053aTEIBHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B COMAJILHBIX CETAX:

1. Orpanuub crucok apy3eil. Y Teds B Ipy3bsSX HE JOJKHO OBITh CIIy4alHbIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuimail CBOIO 4acTHYIO Ku3Hb. He ykasbiBaii maponu, TenedoHsl, aapeca,
JaTy  TBOETO  POXKACHUS W JPYryw0  JUYHYH0  HHGOpPMAIUIO.
3JI0YMBIIIUICHHUKH MOTYT WCIIOJB30BaTh Aake MHPOPMAIHUIO O TOM, KaK Thl
Y TBOM POJIUTENH TJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinai CBOI peryTaluio - IepkKHU €€ B UUCTOTE U 3ajaBaii cebe BOmpoc:
X0Telsl Obl Thl, YTOOBI APYTUE MOJB30BATEIN BHUJACIIH, YTO Thl 3arpy’Kaeiib?
[Toxymaii, mpesxie 4ueM 4To-TO OMyOJIMKOBAaTh, HAITUCATh U 3aTPy3HTh;



4. Ecnu Tl TOBOpHUILIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YyH CBOE
peaslbHOE UMA U JPYTYIO JIMYHYIO MH(OpPMALMU: UMS, MECTO KUTEJIbCTBA,
MECTO yueObl U IPOYEE;

5. Uzberaii pasmemenus ¢otorpaduii B HTepHETE, /i€ Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu perucrpanuu B COUUANIbHON CETH HEOOXOIMMO HUCIIOJIB30BATh CIOKHBIE
[apoJIx, COCTOSIIINE U3 OYKB M IU(P U C KOJTMUYECTBOM 3HAKOB HE MEHEE §;

7. [ns conuanbHOW CETH, MOYTHI U APYTUX CAWTOB HEOOXOJMMO HUCIIOIb30BaTh
paszHbie napoau. Toraa ecinu Te0s B3JIOMAIOT, TO 3I0YMBIIUICHHUKH MOTydaT
JOCTYT TOJIBKO K OZJTHOMY MECTY, & HE BO BCE Cpasy.

JJIEKTPOHHbIE ICHbI' U

3JICKTpOHHbIe A€HbI'H — 3JTO OYCHb YHO6HBIﬁ crroco0 HJIaTG}I(Gﬁ, OJHAaKoO
CyCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTDb 3TH ACHbLI'H.

3J’I€KTpOHHBI€ ACHBI'M IIOABHUJINCH COBCEM HCOABHO W HMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYIapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, IJIe UX
pa3AeISIIOT Ha HECKOJIPKO BUJIOB - aHOHUMHBIC U HE aHOHHUMHBIC. Pa3zHuiia B ToMm,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pemracTcss MPOBOAUTHL Omeparuu 0e3
UJIeHTU(PUKAIINY TT0JIb30BaTENs, a B HCAHOHUMHBIX MJICHTHU(UKAIIUN TTOJIb30BaTEIs
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke cienyer  pa3auyarb  AJEKTPOHHbIE  (uaTHble  J€HBIU  (PaBHBI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€301ACHOM padoTe € JJIEKTPOHHBIMM IeHbIAMH:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. ITO camblid yAOOHBIM U OBICTPBII
Croco0 BOCCTaHOBHUTH JOCTYI K cueTy. [IpuBsizaHHbIN TeleOoH MOMOXKET,
ecnu 3alyjellb CBOM IUIATEXKHBIA TMaposib WM 3aiiielllb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonws3yit omHopa3oBblie maponu. llocme mepexoma Ha YCHUIIEHHYIO
aBTOpM3aIio Tebe yxke He OyneT YrpoXKaTh OIACHOCTh KPaKH WIH
nepexBara IIaTeXHOTro Maposs;

3. Boibepu cnoxubiii napoib. [IpectynmHukam Oyzner He MpoOCTO yraiaTh
CJIOXHBIA Tapoibs. HalexHele mapojm — 3TO MapoJid, KOTOPBIE COEpkKaT
HE MEHEe 8 3HAKOB M BKIIIOYAIOT B CeOs CTPOYHBIE M IMPOIUCHBIE OYKBBI,
nudpel M HECKOJBKO CHUMBOJIOB, TakWe€ KakK 3HaK jaoiiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JUYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE TOBEPSIEILIb.

DJIeKTPOHHAA MOYTA



DJIEKTPOHHASI MOYTA — 3TO TEXHOJIOTMS M IPENOCTABISEMBIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHUIO AIEKTPOHHBIX COOOIIECHUH, KOTOPbIE paclpeieiaioTcs B
KOMITbIOTEPHOU ceTH. OOBIUHO SJIEKTPOHHBIA TMOYTOBBIM SUIUK BBITJISAIUAT
cleIyIonmM 00pa3oM: UMsI_TOb30BaTensi(@umMs_JtoMeHa. Takxe Kpome nepeaadu
IPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpEIaBaTh (pailibl.

OcHOBHBIE COBETHI 0 0€30MacHOi padoTe € JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mNpaBUJIbHBIA TOYTOBBIM cepBUC. B wuHTepHeTe ecTh
OTPOMHBIA BBIOOpP OECIUIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle
JIOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBbIM B PEUTHHIE;

2. He yxa3piBail B TUYHOM mouTe JMYHYH HWHpopmaiuio. Hanpumep, nydiie
BBIOpATh «MY3bIKaJIbHBIN (panaT@» uim «pok2013» BMecTo «reMal3y;

3. Ucnonp3yit AByXATAMHYIO aBTOPU3ALIMIO. JTO KOT/Ia IOMUMO MapoJisi HY>KHO
BBOAUTH KOJ, MPUChUIAEMbI 0 SMS;

4. BpiOepu cnoxHbIM napodib. sl Kakqoro NouToBOro SIIMKa JAOHKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciiu ecth BO3MOXKHOCTb HamucaTh CaMOMY CBOW JIMYHBIM BOMpOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcmonp3yli HECKOJBKO TIOYTOBBIX SIIUKOB. [lepBeIid i1  YacTHOU
MEPEeNUCKU C aApecaTamMu, KOTOPBIM Thl JIOBEPSCIIb. IJTO JJICKTPOHHBIN
aJipec He HaJ0 MCIOJIb30BaTh TP PErUCTpalliK HA (popymax U caiTax;

7. He otkpbiBaii ¢aiimbl U Jpyrue BIOKEHUS B TMHUCbMaxX JaXe €ClId OHU
MPUIILTA OT TBOMX Jpy3el. Jlydie yTounu y HUX, OTIPABIISUIN JIU OHHU TeOe
9T (aiIbl;

8. Ilocne oxoHuyaHusi pabOThl HA TOYTOBOM CEPBUCE TIEpPEN 3aKPHITUEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXkKaTh Ha «BBIATIY.

Kun0epOy1imHr wiim BUPTyajibHOE U3/1€BaTe/IbCTBO

KubepOysinHr — mipecieioBaHie COOOIIECHUSIMH, COEPKAIIMMHI OCKOPOJICHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pble ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B Ooit. Jlyummuii cmoco0: mocoBETOBAaThCS Kak ceOsi BECTH H,

€CJIM HET TOTO, K KOMY MOKHO OOpaTUTHCS, TO BHaYaie ycrmokoutbes. Ecim

Thl HAaYHEIIb OTBEYATh OCKOPOJICHUSMH Ha OCKOPOJIEHHS, TO TOJBKO €Il

OOJIBITIE PA30KKEITH KOHPITUKT;

VYnpasinsii cBoeil kubeppemyTaiueii;

3. AHOHUMHOCTH B ceTd MHMMAs. CyIIeCTBYIOT CTOCOOBI BBISICHUTH, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4, He cTouT BECTH XYyJUTIaHCKMK oO0pa3 BUPTyaJibHOM >XKu3HU. HWHTepHeT
(buKCUpyeT BCe TBOU JCUCTBUS U COXpaAHSAET UX. Y NAUTh UX OyJeT KpaitHe
3aTPYAHUTEIIBHO;

5. CoOmronait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

N



6. Urnopupyit emuHuuHbIA HeratuB. (OgHOpPA30BBIE  OCKOPOUTEIHHBIC
cooOIIeHus Jyulne urHopupoBaTh. OOBIMHO arpeccusi Npekpaiiaercs Ha
HayaJbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHUSIMHU, B
COILIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKU OTIPABKHU COOOIIECHUI C
ONPEICIICHHBIX aJPECOB;

8. Eciou Th1 cBuzmerens kuOepOysuMHra. TBOM JEUCTBUS: BBICTYNHUTH MPOTUB
nmpecienoBaTensa, I0Ka3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS
HETaTUBHO, TNOAAEPXKATh KEPTBY, KOTOPOM HYX HA IMCHUXOJOrHYECKas
MOMOIIlb, COOOIIUTH B3POCIBIM O (PaKTE arpeCCUBHOTO MOBEICHUS B CETH.

MooOuibHbId TesedoH

CoBpeMeHHbIE cMapT(OHBI U IUIAHILETHl COAEp’KAaT B ceOe BIOJHE B3pPOCIbIM
(yHKUHOHAJ, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIiboTepamMu. OJJHAKO, CPEACTB 3aLIUTHI JJIs1 OJJOOHBIX YCTPOMUCTB NOKA OYEHb
Mano. TecTMpoBaHME W TIOMCK YSI3BUMOCTEHd B HHUX IPOUCXOJUAT HE TaK
UHTeHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAJIM HACTOJbHBIC
aHaJIOTH, OJIHAKO pacHMpeHue ¢GyHKIHMOHAIa BIIEYET 3a COo00il OOJIbIIyIO
CJIO’)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAUTCIN BBIITYCKAIOT O6HOBJ'ICHI/I5{, 3aKpPbIBAIOIIHC
KPUTHUYCCKHC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOIO TesiedoHa:

1. Huuero He siBisieTcs Mo-HacTosIeMy OecriaTHBIM. bynb OCTOpOKeH, Belb
Korjia Tede mpeaiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHBIC YCIYTH;

2. Jlymaii, mpexze yem oTnpaButh SMS, ¢poTo unu Buaeo. Thl TOUHO 3HACIIIb,

r7ie OHu OyayT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPaMMBI 11 MOOUITBHBIX TeNEe(OHOB;

He 3arpyxaii mpuaoXeHUsI OT HEU3BECTHOIO MCTOYHHKA, BEIb OHU MOTYT

coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHE;

6. ITocie Toro kak ThI BBIMACIIb C CalTa, T/Ie BBOJAWI JIMUYHYIO WH(MOpPMAIIHUIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

7. Tlepnoawdecku mpoBepsid Kakue TUIATHBIC YCIYTH aKTUBUPOBAHBI Ha TBOEM
HOMEDE;

8. MlaBaii cBoii HOMEp MOOWIBHOTO TenedoHa TONBKO JIOASM, KOTOPBIX THI
3HaelIb U KOMY JI0BEpsICIlIb;

9. Bluetooth momkeH OBbITH BBIKJIFOYEH, KOTAAa Thl MM HE MOJb3yelibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

ok w

Online urpsi



CoBpeMEHHbIE OHJIANH-UTPBI - 3TO KPAacOYHbIE, 3aXBATHIBAIOIIME pPa3BIICUEHUS,
OOBEIMHAIOIIME COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpokum wuccienyroor
JaHHBIA UM MHUp, OOLIAIOTCA APYT C JAPYrOM, BBIIOJIHAIOT 33JaHUS, CPaKaloTcs C
MOHCTpPaMH U IOJIy4alOT ONBIT. 32 yJOBOJBCTBUE OHHU IUIATAT: MOKYMAIOT JTUCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILUU.

Bce aTu cpenctBa MAyT Ha MOAJIEPXKAHUE M PA3BUTUE WUIPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIlMU, BBITYCKAIOTCS HOBBIE
naTyu (Hu@poBbIe 3aIIaTKU ISl IPOTPAaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1omo0HBIX WUrpax CTOMT ONacaThCsi HE CTOJILKO CBOMX COINEPHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTeMa aBTOpU3AIUU OOJIBITUHCTBA
urp.

OcHoBHbBIE COBETbI 110 0€30MACHOCTH TBOEIo HIPOBOI0 AKKAaYHTA.

1. Ecnu npyroil urpok BeneT ceds IJIOXO0 WM CO3JaeT TeOe HENpPUSTHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiica aiMUHHCTPATOpPaM UTPhI Ha IJIOXOE MOBEJACHUE ITOTO UTPOKA,

JKEJIATEJIbHO IIPUIIOKUTH KaKHe-TO TOKa3aTeIbCTBA B BUJE CKPUHOB;

He yxa3biBaiil muuHyo uHbopMaiuio B mpodaiisie urpsr;

YBaxail Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnuBait HeopuIManbHbIe TATYH U MOJIBI;

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIOUaTh aHTUBHUpYC. [loka Thl urpaemis,

TBOM KOMIIBIOTEP MOTYT 3apa3UTh.
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DOUIIHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETO/HS YK€ HHUKOTO HE YAMBHIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJOTUHN 3JI0YMBIIUICHHUKN IEPEMECTUIINCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICJIOM.

Tak mosiBWIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (PUILMHT, TJIaBHAsS
Helb  KOTOPOIO  COCTOMT B MOJYyYEHUH  KOH(MUICHIMAIBHBIX  JaHHBIX
M0JIb30BATENIEH — JIOTMHOB U maposeit. Ha aarmuiickoMm si3pike phishing uyntaercs
kak ¢pumuHr (0T fishing — pbIOHas 0B, password — naposb).

OcHoBHBIE COBETHI 10 00pbOE ¢ PUINMHIOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl Mmojo3peBaeliib, YTO TBOS aHKETa
Oblla B3JI0OMaHa, TO HEOOXOAMMO 3a0JOKHPOBATh €€ U  COOOIIUTH
aIMIHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Ucnonw3yit 6e3omacHbie BeO-CaWThl, B TOM YHCJIC, HHTEPHET-MAara3uHOB U
TIOMCKOBBIX CHCTEM;

3. HUcnonp3yit crnokHble W pas3Hble maponu. Takum oOpa3zom, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;



4. Ecnu T1eOs B3IOMald, TO HEOOXOAMMO TPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbI€ M00aBlieHBI y TeOSA B NPYy3bsiX, O TOM, 4YTO TeOs
B3JIOMQJIA W, BO3MOXXHO, OT TBOETO HMMEHU OyJeT pacchulaThCsi ClaM H
CCBUIKH Ha (PUINMHTOBBIE CANTHI;

VYcranoBu HagexHbIi aposib (PIN) Ha MoOUIIBbHBIN Tene]oH;

OTkJTI0YM coOXpaHeHue napodsi B Opaysepe;

He oTkpbeiBaii Qaitiel M Apyrue BIOKEHHUS B MUChMax JaKe €CIU OHH
MPUIILIKA OT TBOMX JApy3eH. Jlydie yrounu y HUX, OTHPABIISUIN JIU OHH TeOe
ATU (HaiIIbL.

N oo

Hudposas penyranus

Hndposas penmyranust - 5TO HETaTUBHAS UM MMO3UTUBHAS UHQOpPMAIMS B CETU O
tebe. Kommpomerupyromas uHpopmanus pasMelleHHas B HMHTEPHETE MOKET
Cepbe3HBIM 00pa3oM OTpa3uThbcsl Ha TBOeW peanbHOM xu3HU. «L{udposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBIA (popMHpyeTcs U3 UHpopManuu o Tede B
VUHTEPHETE.

TBoe MecTO >XHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTHU
XapaKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MyOJMKalud JIMYHOMN
uHdopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX mociencTsuil. Tol naxke He
CMOXeENTb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeiieHHas 5 JeT Ha3al, craja
MPUYUHON OTKAa3a MPUHATH T€Os Ha paldoTy.

KomMmMmenTapuu, pa3melieHue TBoMX (oTorpaguil U Apyrue ACUCTBUS MOTYT He
VCYE3HYTh JIAXKE IOCIIE TOTO, KaK Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAaHMII
3Ty MH(OpPMAIIHIO, [TOoNaia JIM OHA B MOMCKOBBIE CUCTEMbI M COXPAaHWJIACh JIU OHA,
a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYy»Karollee JII0IU, KOTOPbIe HAAYyT U YBUAST
sT0. Haiitn uH(pOpMannio MHOTO JET CIyCTS CMOXET JI000M - Kak u3 J0OpBIX
noOyXJIeHUI, TaK ¥ C HaMEpPEHHEM MPUUYMHUTH Bpeld. DTO MOXKET ObITh KTO
YTOJTHO.

OcHoOBHBIE COBETHI 10 3amuTe HM(POBOI penyTalum:

1. Tlomymaii, ipekzie yeM 4TO-TO MyOJMKOBATh U MepeaaBath y cedsi B Ojore
WA B COIMATIBHOM CETH;

2. B Hactpoiikax mpodwisi yCTaHOBH OTpPaHWYCHHUS HA TPOCMOTP TBOETO
pouIIsS U €Tr0 COACPKUMOTO, CAEAN €T0 TOIBKO IS APY3eh»;

3. He pa3memaii u He yka3piBail MH(pOpPMAIIMIO, KOTOpas MOXKET KOTro-ru00
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE MIKOJFHUKH- aKTUBHBIE TOJB30BaTENN IU(POBOTO MPOCTPAHCTBRA.
OnHako [ajieko HE BCE 3HAKOT, YTO IMOJb30BAaHWE MHOTHMH BO3MOKHOCTSIMU



muppoBOoro Mupa TpeOyeT COOMIOJEHUS TMpaB HAa  HUHTEIUICKTYaJbHYIO
COOCTBEHHOCTb.

TepMuH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO YyMa, HAyMHas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH , U 3aKaHYMBAsi KHUTAMHU,
dboTorpadusiMu, KHUHOQUIbMaMH U My3bIKaJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHMEe T@paBa - >TO MpaBa HA HWHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHUE paBa BHICTYIAIOT B
KauecTBE TapaHTUH TOTO, YTO HHTEIICKTYaJbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHusi aBTOpa HE  MOXET BOCIPOU3BOAHWTH €r0  IPOU3BEICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IPOJABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCIOJHATH, MOKA3bIBATH/UCHOIHATH B dPUpe WU
pa3memath B IHTEpHETE.

Hcnonb30BaHuEe «MHAPATCKOT0» MPOrPaMMHOI0 OOECIEUECHHSI MOXKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaMm /10 OJOKHPOBKH TBOETO
YCTPOMCTBA, TJE€ YCTAHOBJICHHBIM HE JerajlibHas mnporpamma. He crouT Ttakxke
3a0bIBaTh, YTO CYIICCTBYET JIeTaJdbHbIE M OCCIUIaTHBIC IPOTPAMMbI, KOTOPHIC
MO’KHO HAaWTH B CETH.

O noprane

CereBUYOK.p() - TBOW TIJIaBHBI COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM $I3IKOM, & MPU BO3HUKHOBEHHH
KPUTHUYECKON CUTyallUd OOpaTUTHCSA 3a COBETOM. A TaKkKe NPUHATH y4acTHe B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM
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